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ABSTRACT

Mun et al.| (2024) proposed a minimax optimal two-sample (A/B) testing algo-
rithm under local differential privacy (LDP). However, a key challenge arises
when dealing with high-dimensional datasets, such as images or text, where the
domain size k is massive or unknown. The resulting multinomial distribution im-
plies that the entry-wise perturbation method of Mun et al.| (2024)), which relies
on a variant of [Erlingsson et al.| (2014), introduces excessive noise relative to the
signal, significantly reducing testing power. Furthermore, conventional dimen-
sion reduction methods like PCA are not directly applicable in the LDP setting,
as individual data owners cannot access the global covariance structure. Since the
test statistic relies on the Euclidean inner product—a simple linear kernel—we
propose utilizing the hash kernel approximation from Shi et al.|(2009) to enhance
scalability. We present a modified LDP algorithm that projects high-dimensional
data into a lower-dimensional sketch before noise injection. This approach en-
ables efficient computation and handles unknown alphabet sizes while preserving
the core geometric structure required for the two-sample test.

1 INTRODUCTION

Large-scale internet services collect sensitive data from vast user bases, enabling companies to con-
duct cost-effective randomized experiments (A/B testing). By testing whether two independent sets
of samples are drawn from the same distribution, organizations can statistically evaluate the impact
of new interfaces or campaigns. While non-parametric statistical tests allow for assessing general
distributional changes beyond simple mean differences, the sensitivity of user data mandates rigor-
ous privacy protections.

Our focus is on the Local Differential Privacy (LDP) model. In this setting, data is privatized on
the user’s device before being sent to the central aggregator, ensuring that the aggregator never sees
the raw data. While LDP provides strong privacy guarantees, it incurs a statistical cost, typically
requiring larger sample sizes. Mun et al.| (2024) quantified this cost by establishing minimax rates
for two-sample testing under LDP.

However, existing optimal algorithms struggle with high-dimensional data. Standard LDP mecha-
nisms for multinomial data, such as RAPPOR, require a perturbation of the entire domain vector.
When the domain size k is large (e.g., the set of all possible URLs or pixel combinations), the
noise variance scales with k, rendering the test powerless. To address this, we propose a dimension-
reduction strategy based on Hash Kernels, which allows for testing in high-dimensional spaces with-
out requiring prior knowledge of the full alphabet size.

2 RELATED WORKS

The problem of private hypothesis testing sits at the intersection of robust statistics and privacy-
preserving data analysis.
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Two-Sample Testing. Non-privately, the Maximum Mean Discrepancy (MMD) introduced by
Gretton et al.|(2012) serves as a standard framework for non-parametric two-sample testing. The test
statistic used in|Mun et al.|(2024)) can be viewed as an unbiased estimator of the squared MMD with
a linear kernel. |Chan et al.|(2014) established optimal rates for multinomial testing in the non-private
setting, serving as a baseline for measuring the cost of privacy.

Local Differential Privacy (LDP). LDP has been extensively studied for estimation tasks, such as
mean estimation (Duchi et al.||2018)) and frequency estimation (Bassily & Smith} [2015; Wang et al.}
2017). In the context of hypothesis testing, |(Gaboardi et al.| (2016) and Rogers & Kifer| (2017) have
explored goodness-of-fit tests under central DP. More recently, |Acharya et al.| (2019) and [Sheffet
(2018) have investigated testing under LDP, though often focusing on discrete distributions with
small alphabets.

Dimensionality Reduction in Privacy. To handle high-dimensional data in LDP, various sketch-
ing and projection techniques have been proposed. Bassily et al.| (2017) utilized the Johnson-
Lindenstrauss transform (random projection) for private frequency estimation. However, random
projections often require dense matrix multiplications which can be computationally expensive on
client devices. |Cormode & Muthukrishnan|(2005) and |[Erlingsson et al.| (2014) utilize hashing and
Bloom filters, respectively. Our work specifically leverages the Hash Kernel framework of |Shi et al.
(2009), also known as Feature Hashing, which provides a computationally efficient sparse projection
that preserves inner products—the critical component of our test statistic.

3 MINIMAX ANALYSIS SUMMARY

We briefly summarize the theoretical foundation provided by Mun et al.| (2024)). Let Pr(fu)lti denote
the set of pairs of probability vectors with k categories. We observe raw sample sets {Y; }:"*; and

{Z; ;Zl drawn from distributions with probability vectors (py,pz). The curator receives e-LDP

views {Y;}™, and {Zj 72 and must decide between the null hypothesis py = pz and the alter-
native hypothesis deﬁned7 by the separation distance py,, n.,:

k
Pl,multi(pnl,nz) = {(pYapZ) € Pr(nlzlti ey —pzll2 > pnl,nz}~

Mun et al.| (2024) established that the critical separation rate p,,, , necessary to uniformly control
Type I and Type II errors scales as:

El/4 y 1
(n162)1/2 n11/2‘

This result highlights the “curse of dimensionality” in the private regime: the separation rate depends
on k4. As k — oo (e.g., in text or image domains), the required sample size to detect a difference
explodes.

4 METHODOLOGY

To overcome the dependency on the domain size k, we propose a modification to the testing proce-
dure that interlaces a dimensionality reduction step before the privatization step.

4.1 THE LIMITATION OF BIT-FLIPPING ON ONE-HOT VECTORS

The standard mechanism in Mun et al.| (2024) treats a sample X; € {1,...,k} as a standard basis
vector ex, € RF. It then applies a randomized response mechanism that flips specific entries. While
minimax optimal for small k, this approach fails practically when k is large or unknown because:

1. Noise Accumulation: The mechanism adds variance to every dimension. With large &, the
aggregated noise drowns out the signal.

2. Implementation Constraints: Constructing a vector of size k is infeasible if k represents,
for example, the space of all n-grams in a text corpus.



4.2 PROPOSED METHOD: PRIVATE HASH KERNEL TEST

We propose replacing the raw high-dimensional input with a low-dimensional sketch using Feature
Hashing (Hash Kernels), followed by a Laplace perturbation. This method relies on the observation
that the U-statistic defined in Eq. equationis composed entirely of inner products Y " Z. If we can
approximate these inner products privately, we can recover the test statistic.

4.2.1 STEP 1: FEATURE HASHING (CLIENT-SIDE)

Let b : X — [m] be a hash function that maps the original high-dimensional categories (or features)
into a lower-dimensional space of size m, where m < k. Ideally, h is drawn from a family of
pairwise independent hash functions. For a data point x (represented as a sparse vector or a set of
features), we define the feature map ¢ : R¥ — R such that the j-th entry of the hashed vector is:

Gix)= Y ()
i€ [k]:h(i)=j

In the specific case where our raw data X is a single category (multinomial), the input vector x is
1-sparse (a single *1”). Consequently, the hashed vector ¢(x) is also a standard basis vector in R™,
denoted as ey,(x). This effectively “aliases” the large alphabet onto a smaller support m.

According toShi et al.| (2009), this transformation preserves the inner product in expectation:
E[p(x) " o(x)] = x"x".

This property allows us to compute the test statistic on the hashed vectors while introducing a
bounded amount of collision error, which is controlled by the target dimension m.

4.2.2 STEP 2: PRIVACY MECHANISM (CLIENT-SIDE)

Unlike the bit-flipping mechanism which operates on bits, we view the hashed vector ¢(x) as a
numeric vector in R™. To satisfy e-LDP, we apply the Laplace mechanism. The L;-sensitivity of
the hashed vector is bounded. Since x represents a single category, ¢(x) has exactly one non-zero
entry with value 1. The maximum L; distance between any two hashed vectors ¢(x) and ¢(x') is:

Ar = max [6(x) — 6() | = lle; — el =2 (for j # ).

Therefore, to achieve e-LDP, the client adds independent Laplace noise to each of the m components
of the hashed vector. The privatized view z; is given by:

2
z; = ¢(x;) +1n;, Wwheren; ; ~ Lap () . 2)
€

4.2.3 STEP 3: SERVER-SIDE TESTING

The server receives the privatized hashed vectors {Zy,...} and {Zz,...}. The server then com-
putes the U-statistic using these low-dimensional vectors:
U= ———— S alay 4 ———— > il - —— S a0
ash += Y; Z; v, 22;-
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Finally, the permutation test is applied to Uy, as described in Section 3 to determine the rejection
threshold.

4.3 ADVANTAGES OVER PREVIOUS METHODS

* Fixed Dimensionality: The noise added depends on m (the hash size) rather than k. We
can choose m based on the available sample size n to optimize the bias-variance tradeoff,
effectively decoupling the privacy cost from the raw data dimensionality.

* Unknown Alphabet Support: This method handles online settings where new categories
appear dynamically. The hash function maps any new input to [m] without requiring a
dictionary update or protocol renegotiation.



» Computational Efficiency: Computing ¢(x) requires O(1) operations per token (sparse
input), and the inner product computation scales with m rather than k.

By utilizing the hash kernel approximation, we transition from a regime where privacy costs are
dictated by the massive universe of possible data values to a regime where costs are controlled
by a user-selected parameter m, making private two-sample testing feasible for complex, high-
dimensional data types.
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